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ABSTRACT 
In 1995, Ajtai described a construction of one-way functions whose security is equivalent to the difficulty of some 

well-known approximation problems in lattice. We improve the hash function which meets all the three security 

properties. 
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I. INTRODUCTION 

At CRYPTO 94 [15], Tillich and Zemor proposed a family of hash functions, based on computing a 

suitable matrix product in groups of the form SL2 (𝔽2n). In 2009, Grassl et al [12] found collisions for 

the construction. In 2010Christophe Petit et al [3] found the preimage and second preimage for the 

same. In 2012 we, Joju K.T and Lilly P.L [7,10] constructed a hash function using new generators for 

Tillich –Zemor hash function. We [7,11] found collision and preimages for the same. Further we [5, 6, 

8] constructed the keyed versions of the hash functions, they were still unbroken. Now we are going 

to construct a hash function whose security is depending on the SVP in lattice. In 1995, Ajtai [1] 

described a problem that is hard on the average if some well-known lattice problems are hard to 

approximate in the worst case, and demonstrated how this problem can be used to construct one way 

functions. We improve the hash function which meets all the three security properties. 

1.1 Cryptographic Hash Functions and MACs   

Hash functions [2, 9] are functions that compress an input of arbitrary length into fixed number of 

output bits, the hash result. If such a function satisfies additional requirements it can be used for 

cryptographic applications, for example to protect the authenticity of messages sent over an insecure 

channel. The basic idea is that the hash result provides a unique imprint of a message, and that the 

protection of a short imprint is easier than the protection of message itself. Related to hash functions 

are message authentication codes (MACs). These are also functions that compress an input of 

arbitrary length into a fixed number of output bits, but the computation depends on a secondary input 

of fixed length, the key. Therefore MACs are also referred to as keyed hash functions. In practical 

applications the key on which the computation of a MAC depends is kept secret between two 

communicating parties. For an (unkeyed) hash function, the requirement that the hash result serves as 

a unique imprint of a message input implies that it should be infeasible to find colliding pairs of 

messages. In some applications however it may be sufficient that for any given hash result it is 

infeasible to find another message hashing to same result. Depending on these requirements Praneel 

[14] provides the following informal definitions for two different types of hash functions. 
A one-way hash function is a function h that satisfies the following conditions: 

1. The input x can be of arbitrary length and the result h(x) has a fixed length of n bits. 

2. Given h and an input x, the computation of h(x) must be easy. 

3. The function must be one-way in the sense that given a y in the image of h, it is hard to find 

a message x such that h(x) = y (preimage-resistance), and given x and h(x) it is hard to find a 

message x' ≠ x such that h(x') = h(x) (second preimage- resistance). 
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A collision-resistant hash function is a function h that satisfies the following conditions: 

1.  The input x can be of arbitrary length and the result h(x) has a fixed length of   n bits. 

2. Given h and an input x, the computation of h(x) must be easy. 

3. The function must be collision-resistant: this means that it is hard to find two distinct 

messages that hash to the same result (i.e., find x and x' with x ≠ x' such that h(x) = h(x')). 

For a message authentication code, the computation depends on a secondary input, the secret key. The 

main idea is that an adversary without knowledge of this key should be unable to forge the MAC 

result for any new message, even when many previous messages and their corresponding MAC results 

are known. The following informal definition was given by Praneel [14]. A message authentication 

code or MAC is a function h satisfies the following conditions: 

1. The input x can be of arbitrary length and the result h (K,x) has a fixed length of n bits. The 

function has a secondary input the key K, with a fixed length of k bits. 

2. Given h, K and an input x, the computation of h (K, x) must be easy. 

3. Given a message x (with unknown K), it must be hard to determine  

    h (K,x).  

4. Even when a large set of pairs {xi, h (K, xi)} is known, it is hard to determine the key K or to 

compute h(K, x') for any new message x' ≠ xi 

Definition: A hash function h: D → R where the domain D = {0,1}*, and the range R = {0,1}n for 

some n≥1. 

Definition: A MAC is a function h:  K X M→ R where the key space K ={0,1}k, the message space 

M = {0,1}* , and the range R = {0,1}𝑛 for k,n ≥ 1 

1.2 Inverse of a Matrix 

Let A be a matrix of order m x n. If m>n we define the  left inverse of A as follows: 

𝐴𝑙𝑒𝑓𝑡
−1  = (𝐴𝑇𝐴)−1𝐴𝑇. 

If m<n we define the  right inverse of A as follows: 

𝐴𝑟𝑖𝑔ℎ𝑡
−1  = 𝐴𝑇(A𝐴𝑇)-1. 

1.3 Lattices 

A lattice is a discrete additive subgroup of ℝn , i.e., it is a subset Λ⊆ ℝn satisfying the following 

properties: 

1. Λ is closed under addition and subtraction. 

2. There is an ∈>0 such that any two distinct lattice points x ≠ y ∈  are at distance at least ∥ x – y 

∥ ≥ ∈. 

It is also defined in the following manner [4,13]: 

Let B = [b1,...,bk] ∈ ℝnxk be linearly independent vectors in ℝn . The lattice generated by B is the set  

ℒ(B) = { Bx : x ∈ ℤk} = {∑ 𝑥𝑖𝑏𝑖: 𝑥𝑖 ∈ ℤ𝑘
𝑖=1 } 

of all the integer linear combinations of the columns of  B. The matrix B is called a basis for the lattice 

ℒ(B). The integers n and k are called the dimension and rank of the lattice. If n = k then ℒ (B) is called a 

full rank lattice. 

In 1995[1], Ajtai described a problem that is hard on the average if some well-known lattice problems 

are hard to approximate in the worst case, and demonstrated how this problem can be used to 

construct one way functions. His surprising discovery was that lattices, which up to that point were 

used only as tools in cryptanalysis, can actually be used to construct cryptographic primitives. His 

work sparked a great interest in understanding the complexity of lattice problems and their relation to 

cryptography. 

Ajtai’s discovery was surprising for another reason: the security of his cryptographic primitives is 

based on the worst case hardness of lattice problems. What this means is that if one succeeds in 

breaking the primitive, even with some small probability, then one can also solve any instance of a 

certain lattice problem. This remarkable property is what makes lattice based cryptographic 

constructions so attractive. In contrast, virtually all other cryptographic constructions are based on 

some average-case assumption. For example, in cryptographic constructions based on factoring, the 

assumption is that it is hard to factor numbers chosen from a certain distribution. But how should we 

choose this distribution? Obviously, we should not use numbers with small factors, but perhaps there 
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are other numbers that we should avoid? In cryptographic constructions based on worst-case hardness, 

such questions do not even arise.  

II. HASH FUNCTION 

Ajtai constructed the collision free hash function in the following manner: 

For security [4,13] parameter n, we pick a random n x m matrix M with entries from ℤq, where m and 

q are chosen so that  

nlogq<m<
𝑞

2𝑛4 and q = O(nc) for some constant c>0 (e.g., m = n2 , q = n7). 

The hash function hM :{0,1}m → ℤ𝑞
𝑛 is then defined for s = s1s2...sm ∈ {0,1} 

 hM(s) = Ms modq = ∑ 𝑠𝑖𝑀𝑖𝑖  mod q, where Mi is the ith column of M. 

Notice that hM’s input is m-bit long, where as its output is nlogq bits long. Since we choose the 

parameters such that m > nlogq, there are collisions in hM. 

We improve the hash function in the following manner: 

For security parameter n, we pick a random m x n (m>n) matrix M with entries from ℤq, where m and 

q are chosen so that  

nlogq<m<
𝑞

2𝑛4 and q = O(nc) 

for some constant c>0 and q is prime.  

The hash function ℎ𝑀𝑙𝑒𝑓𝑡
−1  :{0,1}m → ℤ𝑞

𝑛 is then defined for  

s = s1s2...sm ∈ {0,1}m , as  

ℎ𝑀𝑙𝑒𝑓𝑡
−1 (s) = 𝑀𝑙𝑒𝑓𝑡

−1 s modq = ∑ 𝑠𝑖𝑀𝑖𝑖  mod q, 

where Mi is the ith column of 𝑀𝑙𝑒𝑓𝑡
−1 . Where 𝑀𝑙𝑒𝑓𝑡

−1  is the left inverse of M. 

Notice that ℎ𝑀𝑙𝑒𝑓𝑡
−1 ’s input is m-bit long, where as its output is nlogq bits long. Since we choose the 

parameters such that m > nlogq, there are collisions in ℎ𝑀𝑙𝑒𝑓𝑡
−1 . It is infeasible to find any of these 

collisions unless some well known lattice problem have good approximation in the worst case. It 

follows that, although it is easy to find solutions for the equations 𝑀𝑙𝑒𝑓𝑡
−1 s ≡ 0(modq), it seems hard to 

find binary solutions. It is also preimage resistant because we cannot find the  left inverse of 𝑀𝑙𝑒𝑓𝑡
−1 (as 

m>n). So we claim that the hash function, ℎ𝑀𝑙𝑒𝑓𝑡
−1 obeys all the three security requirements for a hash 

function. 
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